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System detecting network anomaly with visualization techniques
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Abstract: With the fast development of information technology and computer network, the scale and complexity of
network security data grows rapidly. Traditional visualization techniques are no longer suitable. In addition, it de-
signs interactive functions based on the feature of network security analysis, in order to assist the network security
analyst. The existing approaches for network security visualization have some defects, which fail to provide a good
indication of network security data in terms of timing and also fail to display information completely and realize us-
er-friendly interaction. A multi-view network security visualization system was proposed, which provided the ana-
lysts of both the static status and dynamic changes of the network by combining the force-oriented model and the
staged animation. It provides comprehensive information with display and filter of protocols, IP segment and port.
The system on Shanghai Network database were evaluated.
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